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1. Information Held by Intelligence or Security Agencies
There are many reasons why intelligence and security agencies should not be exempted from disclosure obligations:

1. In several countries, application of ATI laws has led to exposure of scandals or wrongdoing that might not have come to light but for the laws.  

2. In practice, courts have been very deferential on intelligence and security matters, so there is little risk that they would ever order the release of truly sensitive information.

3. Intelligence agencies, and also security agencies (though perhaps to a lesser extent) produce a lot of documents that are invaluable to researchers, scholars and the public that do not reveal anything about confidential government actions. For instance, in the US, the Central Intelligence Agency (CIA) held extensive documents concerning Saddam Hussein's history of human rights abuses.
 None of these CIA documents reveal anything about U.S. policies or CIA activities, but they do reveal a great deal of information of public interest both about what Saddam Hussein did and what and when the US knew about his abuses.

A survey of ATI laws in 25 European countries found that the intelligence and special services are covered in the acts of 23 of 25 countries for which we have information, although much of the information they hold could be covered by exceptions, for instance, for national security and state secrets. The two countries in which the intelligence services are expressly exempted are the UK and Germany.
· In some countries, courts have confirmed that secret services are covered. See cases from Bulgaria, Montenegro and Serbia..
 
· Significantly, Serbia’s Information Commissioner ruled in 2007 that the Security Services (BIA) are covered by the ATI law and should release information on the number of persons put under tape surveillance in 2005. 
· Experts in Albania, the Czech Republic, France, Germany, and the UK confirmed that the armed forces are covered by their ATI laws. This is known to be the case in a number of other countries in Central and Eastern Europe.
Intelligence Budgets. Brazil, Canada, the Netherlands, Serbia, the United Kingdom and other states routinely disclose baseline intelligence spending information.
 In 2007, the government of France published its intelligence budget total for 2004, in the amount of 291.1 million euros. In October 2006, a court in Montenegro ordered the National Security Agency to disclose its budget and staff numbers.
 In 1997, the aggregate figure for all U.S. government intelligence and intelligence-related activities—of which the CIA is one part—was  made public for the first time. The aggregate intelligence budget was $26.6 billion in fiscal year 1997 and $26.7 billion for fiscal year 1998. The intelligence budgets for all other years remain classified. In the UK, numbers of intelligence staff, and the full budget spent on intelligence, are published.

India. The RTI Act allows for partial exclusion of intelligence and security organizations from the purview of the RTI Act.
 Section 24 of the second Schedule to the RTI Act (2005) lists intelligence and security organizations to which the law does not apply. Section 24(2) provides that the Central Government may, by notification in the Official Gazette, amend the schedule to include any other intelligence or security organization. The schedule was so amended in October 2005, to exclude four more organizations from the scope of the RTI Act:


i. Special Protection Group


ii. Defence Research and Development Organisation


iii. Border Roads Development Board


iv. Financial Intelligence Unit, India

Nevertheless, the Act requires that these agencies supply information in relation to allegations of corruption and human rights violations. Information about allegations of human rights violations will be provided only with the approval of the relevant Information Commission, within 45 days from the date of the receipt of the request.

Recent media reports indicate that a committee of secretaries of various departments has been set up under the chairpersonship of the Cabinet Secretary to consider and take action on submissions made by several organizations seeking exclusion from the RTI Act under Section 24.

UK. The special forces and security and intelligence services are not covered by the FOI Act but are covered by Environmental Information Regulations. Nonetheless, numbers of UK Intelligence staff, and the full budget spent on intelligence are published.
  The Armed Forces (except the special forces) and the police are subject to the FOI Act.

USA. No federal agencies are exempted.  However, several intelligence agencies – including the CIA, the National Geospatial-Intelligence Agency, the National Reconnaissance Office and the National Security Agency  – are exempted by statute from the Freedom of Information Act (FOI) for the most sensitive type of records—called “operational files.” The operational files exemptions were enacted in separate laws and apply as FOIA exemptions under exemption (b)(3), which exempts materials “specifically exempted from disclosure by statute . . . provided that such statute (A) requires that the matters be withheld from the public in such a manner as to leave no discretion on the issue, or (B) establishes particular criteria for withholding or refers to particular types of matters to be withheld.”  5 U.S.C. § 552(b)(3). There are many problems associated with the broad “operational files” exemption.
  Thanks to the opposition of the non-governmental National Security Archive, a bill introduced in 2000 that would have exempted the operational files of the Defense Intelligence Agency was defeated; the NSA and others successfully argued that the bill, if passed, would have shielded the activities of foreign death squads, torturers and kidnappers from public scrutiny and thereby would have undermined the efforts of official truth commissions.

2. National Security / Official Secrets

The NGO Privacy International released a report in February 2007 which reviews freedom of information, state secrets and protection of journalists sources laws in the 56 OSCE participating states. The study shows that while most OSCE countries have adopted freedom of information laws, there has been an increasing abuse of state secrets laws and illegal searches and wiretapping to limit journalists' and the public's right to know crucial information about the activities of their governments. A 400-page compendium of responses from questionnaires is also available. See http://www.privacyinternational.org/foi/OSCE-access-analysis.pdf.

Albania. The Classified Information Act (No. 8457, dated Feb 11, 1999) includes a provision prohibiting the use of classification to cover up violations of the law or serious administrative abuses. Sec. 10 of the Act (Prohibition of Classification) reads as follows: “Classification shall be prohibited when made with the intent of: covering up (suppressing) violations of the law, or failures or the ineffectiveness of the state administration; depriving a person, organization or institution of the right of access [to the relevant information]; or preventing or delaying the disclosure of information whose protection is not justified by national security interests.”

 
Bulgaria. In February 2004, Zoya Dimitrova, a journalist from “Monitor” newspaper, filed an information request for a report prepared for the President by the National Security Services and the National Investigation Services which contained data about Bulgarian citizens and companies involved in oil trade with Iraqi companies or their representatives during Saddam Hussein’s regime. The administrative office of the President denied the request on the ground that the information had been classified. Dimitrova (represented by Access Info Programme) appealed to the Sofia City Court, which ruled that the refusal violated the Access to Information Act, and ordered the Chief of Staff to pay 10 Leva (5 Euro) to Dimitrova.

The Court referred to Recommendation (2002)2 of the Committee of Ministers of the Council of Europe, which encourages broad access to official documents in order to enable the public to have an adequate view, and if appropriate form a critical opinion, of the state of the society in which they live and the authorities who govern them. The Recommendation also encourages informed participation of the public on matters of public interest. The Sofia Court also referred to a 1996 decision of the Constitutional Court of Bulgaria which elaborated the right of every citizen under Art. 41 of the Constitution to seek and obtain information, “guaranteed by the obligation of public authorities to impart it”.

The refusal letter from the Chief of Staff failed to comply with requirements of the Administrative Procedures Act. In particular, the letter lacked any proof as to why the requested information was secret, and did not refer to any legal grounds for its classification. The refusal did not even specify whether the requested information was classified as a state or official secret under the Protection of Classified Information Act (PCIA). 

   The Chief of Staff appealed to the Supreme Administrative Court, which ruled in January 2006 as follows:

(1) Access to information refusals by the President's Chief of Staff are subject to appeal.

(2) A simple declaration that the requested information is a state or other legally protected secret does not decide the matter.

(3) The Sofia Court should request and inspect the report in order to decide the legality of the decision to classify it as secret.

(4) The fact that the information relates to the work of the security services does not automatically render it secret. The requested report did not concern the operations of the services but rather the results of an investigation. 

(5) Any possibility of harm from disclosure could be eliminated by granting partial access to the requested information.
 


Mexico. The Supreme Court, in 2000, established that some limitations on access to information are allowed in order to protect national defense and social interests.
 [need to add more}

Romania. The ATI law provides that “information that favors or conceals the violation of the law by a public authority or institution” cannot be classified and should be disclosed in the public interest. 

USA. In a rare case, the D.C. Circuit Court of Appeals -- arguably the most important U.S. federal appellate court for FOI cases because it has jurisdiction over most federal agencies -- ruled that the CIA had waived its ability to refuse to confirm or deny the existence of a record (called a “Glomar response”) because the existence of the information had already been officially acknowledged.  The case is therefore  very important in stating the standards for (1) the propriety and proper scope of a Glomar response (defined below), and (2) the official acknowledgment doctrine as it applies to “waivers” of otherwise proper FOIA exemptions for the purposes of protecting national security. Wolf v. CIA, 473 F.3d 370 (D.C. Cir. 2007).

Facts. Jorge Eliecer Gaitán, then-leader of the Colombian Liberal Party, was assassinated in 1948 in Bogotá during his presidential candidacy.  In the wake of this assassination, riots erupted, leading to a ten-year period of violent political unrest which came to be known as La Violencia. The CIA’s failure to predict these events led to a U.S. Congressional investigation and hearing. At the hearing, then-CIA Director Admiral R.K. Hillenkoetter testified that the Agency had in fact predicted the explosive situation.  A half century later, Wolf, an historical researcher interested in the life and death of Gaitan, submitted a FOIA request to the CIA seeking “all records about Jorge Eliecer Gaitan.”   

On September 22, 2000, the CIA issued a so-called “Glomar” response to Wolf’s request, in which it stated that it could neither confirm nor deny the existence of records regarding Gaitan. This is called a “Glomar” response based on a 1976 case in which the D.C. Circuit Court of Appeals upheld the CIA’s refusal to confirm or deny the existence of any records regarding the activities of a ship named the Glomar Explorer, despite widespread media reports. Phillippi v. CIA,

HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=350&FindType=Y&ReferencePositionType=S&SerialNum=1976125732&ReferencePosition=1012" 
 546 F.2d 1009 (D.C.Cir.1976).

After Wolf’s administrative appeal was unsuccessful, he filed suit in the U.S. District Court for the District of Columbia. The CIA moved for summary judgment on the basis of  FOIA exemptions 1 (records are specifically exempted by an executive order to be kept secret in the interest of national defense or foreign policy) and 3 (records are specifically exempted by statute).  The District Court ruled in favor of the CIA.   Wolf appealed on the ground that the CIA had waived the exemptions by having officially acknowledged the existence of the records regarding Gaitan during the 1948 congressional hearing.  The D.C. Circuit Court ruled as follows.

   
1. Standard for a “Glomar response”: The court explained that an agency can only use a Glomar response when the very fact of the existence or non-existence of responsive documents would properly fall within one or more exemptions in the FOIA statute.  In other words, it is not enough for the records to be exempt from disclosure under the statute; what matters is instead that the agency’s acknowledgement of documents or their non-existence would itself be exempt under FOIA: A “Glomar response …is proper if the fact of the existence or nonexistence of agency records falls within a FOIA exemption.” Wolf, 473 F.3d at 374.
2. Standard for “Official Acknowledgment”: “Official acknowledgment” of information acts as a waiver of an exemption claimed by an agency only when: (1) the information requested is as specific as the information previously disclosed; (2) the information requested matches the information disclosed; and (3) the information requested has been made public through an official and documented disclosure.  Wolf, 473 F.3d at 378, citing Fitzgibbon, 911 F.2d at 765;  see also Public Citizen v. Dep't of State, 11 F.3d 198, 202 (D.C.Cir.1993).  The Court held that, “Indeed, ‘when information has been ‘officially acknowledged,’ its disclosure may be compelled even over an agency's otherwise valid exemption claim.” Fitzgibbon, 911 F.2d at 765. 

In this case, the Court explained that, “Because the specific information at issue, is the existence vel non of ‘records about Jorge Eliecer Gaitan,’ Hillenkoetter's testimony confirmed the existence thereof.” Accordingly, the Agency could not properly rely on a Glomar response. Wolf, 473 F.3d at 379 (internal citations and quotations omitted).

While a Glomar response is not sufficient when a government agency has already officially acknowledged the existence of responsive records, an agency may still claim particular FOIA exemptions for the content of those records if the content is indeed covered by an exemption. In this case, the Circuit Court returned the case to the District Court to make a finding as to whether, and to what extent, Hillenkoetter's testimony waived otherwise-proper exemptions as to content of the records. Wolf, 473 F.3d at 380.


Subsequent Developments: Since Wolf was decided, another high-profile CIA-related case has been decided, citing Wolf extensively. In Wilson v. McConnell, 501 F.Supp.2d 545 (S.D.N.Y., 2007), the U.S. District Court for the Southern District of New York distinguished Wolf in holding that Valerie Plame Wilson, an ex-CIA agent, was not entitled to publish the dates of her employment at the Agency, among other classified information, in her autobiography, notwithstanding the fact that this information was already part of the public record.  

The Court distinguished Wolf by finding that the third requirement of the official acknowledgment doctrine (summarized above) had not been met, “namely, the information requested was not made public through an official disclosure,” Wilson, 501 F.Supp.2d at 556. The Court explained two “critical distinctions”: (1) “the information must be made public ‘through’ an official disclosure; the mere presence of the information in the public domain is insufficient” (emphasis supplied); and (2) “public disclosure must be ‘official’;  unofficial disclosures cannot bind the government.” Wilson, 501 F.Supp.2d at 556.

Related cases: Gardels v. CIA,

HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=350&FindType=Y&ReferencePositionType=S&SerialNum=1982143124&ReferencePosition=1103" 
 689 F.2d 1100 (D.C.Cir.1982); Miller v. Casey,
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 730 F.2d 773 (D.C.Cir.1984); Hunt v. CIA,
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 981 F.2d 1116 (9th Cir.1992). 

3. Information about the Iraq War

Denmark. In its verdict of September 2005 the Eastern Division of the Danish High Court found Frank Grevil, a public servant with the Danish Defence Intelligence Service, guilty of disclosing confidential information without authorisation.
 In February 2004, he had disclosed three threat assessments of October 2002, January and March 2003 to two Danish journalists and an editor. The journalists published stories in February and March 2004 based on the information knowing that it was secret and confidential. Frank Grevil was charged with having disclosed state secrets and the media defendants were charged with publishing confidential information.

The Copenhagen City Court upheld the conviction of Grevil but reversed as to the journalists. The question as to whether media defendants may be punished for these offences depends on whether their disclosure of confidential information can be characterised as "unauthorised", or whether instead it is proved that the defendants "acted legitimately in the obvious public interest". The Court reasoned that the provisions of the Danish Criminal Code must be read in light of Article 10 of the European Convention on Human Rights and case law from the European Court of Human Rights. 

A high-ranking officer of the Danish Defense Intelligence Service asserted that it was not publication of the content of the threat assessments but publication of names of specific foreign partners and the fact that there had been a leak at all that represented a very serious risk to the Defence Intelligence Service's ability to collect information from sources in the future. However, no evidence was offered that the leak had a concrete negative impact on the Services’s relationship with sources. 

When the articles were published, there was considerable public interest in knowing the basis for the decision taken in March 2003 by the Danish Government to become involved in the military action in Iraq, and the question as to whether Iraq might possess weapons of mass destruction was an important part of such concerns. In the opinion of several witnesses, publishing the information at issue was of material importance to the public debate in helping the public to understand the role of the Intelligence Service and contributing to greater openness surrounding the affairs of the Intelligence Service. The witnesses testified that the articles were likely to influence the basis on which decisions were made in similar situations in the future. 

The Court, giving consideration to the conflicting essential interests in the case, concluded that such importance must be attached to the considerable public interest surrounding the decision to take part in the war in 2003, compared with the risk that the operations of the Intelligence Service would suffer, that it decided that the defendants acted legitimately in the obvious public interest when they chose to disclose the confidential information. The media defendants, accordingly, were acquitted. 

� See �HYPERLINK http://www.gwu.edu/~nsarchiv/NSAEBB/NSAEBB167/index.htm ��http://www.gwu.edu/~nsarchiv/NSAEBB/NSAEBB167/index.htm�.


� See Bulgaria, Zoya Dimitrova v. Secretary of the President, available at: � HYPERLINK "http://www.aip-bg.org/library/dela/case52.htm" ��http://www.aip-bg.org/library/dela/case52.htm�. (security services are covered by APIA); Montenegro; and Serbia [citation needed]


�  [SN 06/12/03, 10/08/03, 10/24/03 – better citation needed]


�  Citation needed


� See � HYPERLINK "https://mail.osi.hu/exchweb/bin/redir.asp?URL=http://www.fas.org/irp/world/uk/mi5/budget.htm" \t "_blank" �http://www.fas.org/irp/world/uk/mi5/budget.htm�.


� Section 24(1) and 24(4) empower the Central and State Governments respectively to notify such organisations. The Central Government has notified 22 paramilitary forces and revenue and military intelligence organisations in this manner in Schedule 2 of the Act. States have also notified the intelligence wing of their police departments and other similar bodies as being partially excluded from the Act.


� See � HYPERLINK "https://mail.osi.hu/exchweb/bin/redir.asp?URL=http://www.fas.org/irp/world/uk/mi5/budget.htm" \t "_blank" �http://www.fas.org/irp/world/uk/mi5/budget.htm�.


� See �HYPERLINK http://www.gwu.edu/~nsarchiv/NSAEBB/NSAEBB138/index.htm ��http://www.gwu.edu/~nsarchiv/NSAEBB/NSAEBB138/index.htm�.


� Id.


� For more about this case see Constitutional Protections: Bulgaria.


� Zoya Dimitrova vs. the President, Supreme Administrative Court, Fifth Division, case No 4596/2005 SAC, decided 3 January 2006, see � HYPERLINK "http://www.aip-bg.org/library/dela/case52.htm" ��http://www.aip-bg.org/library/dela/case52.htm�.


� Semanario Judicial de la Federación y su Gaceta, Novena Época, Pleno, XI, abril de 2000, p.74: P. LX/2000; IUS: 191967. 


� Copenhagen City Court, 4 December 2006, see � HYPERLINK "http://www.berlingske.dk/indland/artikel:aid=832888/" ��http://www.berlingske.dk/indland/artikel:aid=832888/�





