The UN Special Rapporteur for Freedom of Open Expression, Ligabo, in his 2005 report,  “encourage[d] Governments to ensure that national legislation on the right to freedom of opinion and expression includes the right to access to information, whose implementation appears difficult because of a culture of confidentiality and secrecy that has little to do with the exercise of democracy. In general terms, for the sake of transparency, the termination of judicial procedures should engage the removal of the clauses of confidentiality and secrecy. The use of confidentiality is justified only to protect the right to privacy of individuals, especially of minors. Confidentiality and secrecy may temporarily be justified to protect States’ interests and their populations in case of grave attempts to overturn democratic rule, and should subsequently be authorized by a judicial body." in E/CN.4/2005/55, para. 81.

Basically, the implementation of state secret confidentiality clauses should be the exception, not the rule, and their use should be limited in time.

