Chapter 11
DEFENCE, SECURITY, AND INTERNATIONAL RELATIONS
A.  Introduction

The protection of sensitive information relating to defence, security, and international relations is a common feature of FOI legislation.
 The processing of sensitive information relating to Northern Ireland is also a feature of Irish government activities and the need to protect such information has received express recognition in the text of the FOI Act. The justification for limiting access to information relating to Northern Ireland was acknowledged by one commentator in the following terms:

“Even the most passionate libertarian will accept that there are times when secrecy is a good thing. . . Details of negotiating positions or sensitive discussions in the Northern Ireland peace process should be protected.”
 
Government departments likely to hold information falling within the scope of this exemption include the Departments of Defence, Justice and Foreign Affairs. Defence information is, of course, also held by the Defence Forces and that body is included in the list of public bodies covered by the Act. The Garda Síochána,
  who hold considerable amounts of security-related information, are not covered by the Act, at least for the present.
  As a result, much security-related information remains outside the scope of the Act.

The exemption provides as follows:

“24.—(1) A head may refuse to grant a request under section 7 in relation to a record if, in the opinion of the head, access to it could reasonably be expected to affect adversely—

(a)
the security of the State,

(b)
the defence of the State,

(c)
the international relations of the State, or

(d)
matters relating to Northern Ireland or

(e) matters relating to the functions of the Independent Commission for the Location of Victims' Remains (within the meaning of the Criminal Justice (Location of Victims' Remains) Act, 1999).

 (2) A head shall refuse to grant a request under section 7 if the record concerned 

(a) contains information—

(i)
that was obtained or prepared for the purpose of intelligence in respect of the security or defence of the State, or

(ii)
that relates to—

(I)
the tactics, strategy or operations of the Defence Forces in or outside the State, or

(II)
the detection, prevention, or suppression of activities calculated or tending to undermine the public order or the authority of the State (which expression has the same meaning as in section 2 of the Offences against the State Act, 1939), or

(III) the functions of the Commission referred to in subsection (1)(e), or

(IV) the functioning of the Independent Monitoring Commission (within the meaning of the Independent Monitoring Commission Act 2003).

(b)
contains a communication between a Minister of the Government and a diplomatic mission or consular post in the State or a communication between the Government or a person acting on behalf of the Government and another government or a person acting on behalf of another government,

(c)
contains a communication between a Minister of the Government and a diplomatic mission or consular post of the State,

(d)
contains information communicated in confidence to any person in or outside the State from any person in or outside the State and relating to a matter referred to in subsection (1) or to the protection of human rights and expressed by the latter person to be confidential or to be communicated in confidence,

(e)
contains information communicated in confidence from, to or within an international organisation of states or a subsidiary organ of such an organisation or an institution or body of the European Union or relates to negotiations between the State and such an organisation, organ, institution or body or within or in relation to such an organisation, organ, institution or body, or

(f)
is a record of an organisation, organ, institution or body referred to in paragraph (e) containing information the disclosure of which is prohibited by the organisation, organ, institution or body.

(3) Where a request under section 7 relates to a record to which subsection (1) applies, or would, if the record, existed, apply, and the head concerned is satisfied that the disclosure of the existence or non-existence of the record would prejudice a matter referred to in that subsection, he or she shall refuse to grant the request and shall not disclose to the requester concerned whether or not the record exists.”

The FOI (Amendment) Act 2003 introduced significant changes to section 24.  Under the Act, as originally formulated, section 24 was a harm-based exemption. Access to records could only be refused if harm to the interests covered by the exemption could be established, namely those of security; defence; international relations; and matters relating to Northern Ireland.  The original version of section 24 also contained, in section 24(2), a list of examples of the categories of information to which the exemption might apply. Inclusion in this list did not, however, mean that the record would be exempt; it was always necessary to meet the requirements of the harm test, which were that disclosure could reasonably be expected to adversely affect either: the security of the State; the defence of the State; the international relations of the State; or matters relating to Northern Ireland. The fact that section 24(2), as originally formulated, did not have an existence independent of the harm test was confirmed by the Information Commissioner on a number of occasions when he made it clear that, in order for the exemption to apply, it would not suffice for a record to fall within one of the listed categories in section 24(2), it was also necessary to show that there was a reasonably expectation that disclosure would lead to the damage outlined in the harm test.
  

The amendment introduced in 2003 has the effect of leaving in place the harm based provision in section 24(1) while at the same time adding a second limb to the section 24 exemption which provides for the refusal of access to anything coming within the scope of section 24(2), regardless of whether disclosure would result in any harm or not.  The application of this second limb of section 24 is mandatory. The effect is to transform section 24(2) from what was originally a set of examples of material which might come within the scope of section 24(1), provided that the harm test was satisfied, into a stand alone, mandatory, class type exemption which exists alongside the original discretionary, harm-based, exemption in section 24(1).  

While the High Level Review Group had recommended consideration of the introduction of alternative or additional measures which would provide an enhanced degree of protection (including the possibility of exemption) to communications in the conduct of international relations, they had not been any more specific.
  The Minister sought to justify this amendment on the basis that it is essential 

“that we are in a position to guarantee security to our interlocutors on information passed to us in confidence. Otherwise we will not be granted privilege to access sensitive material… What could reasonably be expected to cause harm is subject to interpretation and uncertainty.”
 

The list of categories of information set out in section 24(2), which are now automatically exempt, can be arranged into eight groups, namely:

(1)
intelligence information: section 24(2)(a)(i);

(2)
information relating to the tactics, strategy or operations of the Defence Forces: section 24(2)(a)(ii)(I);

(3)
information relating to activities tending to undermine public order or the authority of the State: section 24(2)(a)(ii)(II);

(4)
diplomatic communications: section 24(2)(b) and (c);

(5)
confidential communications: section 24(2)(d) and (e);

(6)
information relating to negotiations between the State and international organisations of states or E.U. bodies: section 24(2)(e); 
(7)
information of international organisations the disclosure of which is prohibited: section 24(2)(f) and

(8) information relating to the functioning of the Independent Monitoring Commission
 and of the  functions of the Independent Commission for the Location of Victims' Remains.

Section 24 is not subject to a public interest override. The head of a public body is entitled, by virtue of section 24(3), to refuse to disclose the existence or non-existence of information which would prejudice the security or defence of the State, the conduct of international relations, or the interests of the State in relation to Northern Ireland.

A further restriction on the disclosure of information concerning defence, security and international relations arises from the fact that it is one of the two categories of records in respect of which a ministerial certificate may be issued under section 25 (the other being records concerning law enforcement and public safety). The signing by a Minister of such a certificate has the effect of establishing that the record is exempt. A decision by a Minister to sign a ministerial certificate is not subject to review by the Information Commissioner. The mechanics and effect of the issuance of ministerial certificates is examined above at pp. .
B.  Section 24(1)

The test to be imposed in the application of section 24(1) is whether, in the opinion of the head of public body, access to the record “could reasonably be expected to affect adversely” the interests protected by the provision.

The standard of proof required to establish that harm “could reasonably be expected” to occur is discussed in detail at pp. above. In short, the Commissioner has taken the view that the test is not concerned with the question of probabilities or possibilities but rather with the question whether or not the decision maker's expectation is reasonable.

1. Adverse effect

The type of harm which must be established in order to invoke this exemption is “adverse effect”. The degree of harm required under this provision can be contrasted with that provided for under other exemptions. For example, section 21, which deals with functions and negotiations of public bodies, requires a “significant adverse effect”, while section 31, which concerns financial and economic interests of the State and public bodies, demands evidence of a “serious adverse effect”. The establishment of an adverse effect will clearly be easier to achieve than a “significant” or “serious” adverse effect. It is roughly analogous to the term “damage”, which is used in the Australian defence, security and international affairs exemption,
  or “be injurious to”, which is found in the equivalent Canadian provision.

2. Interpretation of the harm test

A number of principles have emerged from interpretation of the harm test.  The Commissioner has held that the passage of time is a relevant consideration in seeking to determine whether disclosure of a requested record could reasonably be expected to result in adverse effects. In AAM and the Department of Defence,
  for example, the Commissioner found that since the requested records concerned incidents that had occurred 23 years previously, their release was unlikely to affect adversely the security or defence of the State. Similarly, in Henry and the Department of the Taoiseach
 the Commissioner found that disclosure of records relating to events that had already taken place, in this case visits by the Taoiseach to various countries, would not give rise to adverse effect on international relations.  However the Commissioner was satisfied that the disclosure of records concerning future confirmed visits could result in adverse effect where there was a need to keep the visit secret, or where there was a likelihood that by disclosing the information, the visit could be adversely affected, or where security issues might arise. Also the release of records concerning visits which were due to take place, but which did not occur, could result in adverse effect where there were sensitive issues involved in the reasons why the visit did not take place, as could the release of records relating to provisional visits which have not yet been confirmed, since there might be a need to gain the agreement of other Governments to proposals at a developmental stage. 

However the Department concerned had failed to adduce evidence of any of these possible adverse effects in the instant case and so the application of the exemption was rejected.  

In Australia, where the term used to describe the type of damage of which evidence is required is “damage” rather than adverse effect, it has been held that the damage need not be tangible, nor does it need to be quantifiable in monetary terms.
 Australian decisions have also established that disclosure can be damaging on the grounds of its cumulative effect. This principle is known as the jigsaw or mosaic effect. It is based on the notion that information which may be harmless when considered in isolation may, when combined with other seemingly innocuous pieces of information, result in the disclosure of information which is damaging.
  The U.S. courts have also accepted the jigsaw argument in FOI cases relating to security information. In Halperin v. C.I.A.
  Circuit Judge Wilkey said:

“We must take into account, however, that each individual piece of intelligence information, much like a piece of a jigsaw puzzle, may aid in piecing together bits of information even when the individual piece is not of obvious importance in itself”.
 
U.S. case law, which has been approved in Australia
  and in Canada,
  has established that even if a fact is the subject of widespread media and public speculation, its official acknowledgement could cause damage to security. This principle was established in Afshar v. Department of State
  where it was said that:

“[E]ven if a fact . . . is the subject of widespread media and public speculation, its official acknowledgement by an authoritative source might well be new information that could cause damage to the national security. Unofficial leaks and public surmise can often be ignored by foreign governments that might perceive themselves to be harmed by disclosure of their cooperation with the CIA, but official acknowledgement may force a government to retaliate.”

Similarly, the release of documents by mistake has been held, in Australia, to be insufficient to defeat a claim.
  Other principles which have emerged from Australian decisions include the finding that evidence of a reasonable expectation of generalised damage to relationships with other States will not suffice to ground a claim for exemption. Instead, there must be damage to relations in the relevant respect.

One important issue which has arisen in both Canada and Australia is whether, in order for the exemption to apply, it is sufficient that damage can be said to flow from the mere fact of disclosure of the requested record or whether it is necessary that the contents of the record be considered. In the Australian federal case of Re Angel and Department of Arts, Heritage and the Environment,
  it was held that in order to satisfy the similarly worded Commonwealth/State relations exemption,
 it is sufficient that the mere fact of a document being disclosed would cause, or could reasonably be expected to cause, damage to relations between the Commonwealth and a State.
 In the Canadian case Do-Ky v. Canada (Minister of Foreign Affairs and International Trade)
  the exemption included, in its list of illustrations of the type of information which would be covered by its terms, information that “constitutes diplomatic correspondence exchanged with foreign states”.
  The Federal Court held that:

“In the case of diplomatic notes, the government may lawfully exempt them from release because to release them would reasonably be expected to harm international relations. This is true not necessarily because the information therein is sensitive but simply because the notes constitute confidential diplomatic communications and the international community has a reasonable expectation that such notes will remain confidential.”

However, the court stopped short of equating the exemption with a class exemption. It said that section 15 was an injury and not a class exemption and continued as follows:

“These notes are not exempt because they are diplomatic notes but because they are expected to be confidential documents irrespective of their contents.”

Thus, it would appear that in both jurisdictions it is sufficient that the damage could reasonably be expected to result from the fact of disclosure of the records in question, regardless of their contents. 

3. The Protected Categories

(a) Security of the State

While there are only a limited number of Irish Information Commissioner’s decisions concerning security of the State, this issue has been considered on a number of occasions by the Australian federal Administrative Appeals Tribunal (A.A.T.). The following principles have emerged from both the Irish and Australian A.A.T. decisions.

(i) Flow of information

Ensuring the continued flow of security and intelligence information is recognised as a justification for withholding records. In X and the Defence Forces,
 a case concerning a request for access to communications sent by the Garda Siochana to the Defence Forces, the Commissioner considered arguments to the effect that disclosure could damage the flow of information from the Gardaí. The argument was put forward that disclosure of the requested records could deter sources and, in particular, the Gardaí, from supplying information in the future and this could result in a deterioration of the quality of information provided which, in turn, would hinder the Defence Forces’ ability to carry out its responsibilities in relation to the security of the State. While accepting that “there are, and will continue to be, many instances in which the FOI Act will not require the release of this type of record”, the Commissioner rejected the application of the exemption in the instant case. In so doing, he rejected the contention of the Gardaí that disclosure of the requested records could lead to the disclosure of such information becoming the norm. The Commissioner said that there could be no class approach to the operation of this exemption, either in terms of a class exemption or a class release situation, and it will always be necessary to consider the specific records before reaching a conclusion either way.  The source of intelligence information is also a factor to be taken into account. In AAM and the Department of Defence
 the Commissioner, in rejecting an argument that disclosure of the requested records would affect the willingness of sources to provide information in the future, distinguished between external sources and sources from within the public body itself. The implication of this finding is that where the intelligence emanates from within the public body itself, (as in this case, where it came from internal sources within the Defence Forces) it will be much more difficult to argue that disclosure would impede the flow of information. The importance of the flow of information in the context of the security of the State has also been emphasised in Australia. In Re Slater and Cox
  for example the A.A.T. referred to the fact that:

“Security is a particularly sensitive area and particularly dependent for its effectiveness upon an adequate flow of information”.

In another Australian case, Re Throssell and Australian Archives (No. 2),
  Neaves J. also referred to the danger of inhibiting the flow of information when he said:

“The material before the Tribunal tends to support the conclusion that the disclosure to the public of the records identified in the certificate could have the result of impairing the degree of trust and confidence which foreign governments place in the Government of the Commonwealth and, in consequence, of inhibiting the flow of information relating to security which might otherwise come to Australia from the overseas governmental agencies concerned and, possibly, similar agencies in other overseas countries. If such a result ensued, damage would be caused to the security and international relations of the Commonwealth.”

(ii) Preventing security organisations from obtaining information

Another principle recognised by Australian case law is that of ensuring that disclosure does not result in security organisations being prevented from obtaining information about the activities of terrorists. In Re Slater and Cox the danger posed to the security of the State when security organisations are prevented from obtaining information was adverted to in the following terms: 

“Disclosure of information could reasonably be expected to cause damage to security if it enables those engaged in espionage, sabotage, subversion, active measures of foreign intervention or terrorism to be better able to prevent a security organisation from obtaining information about their activities.”

(iii) Identification of officers or agents

In X and Defence Forces,
 the protection of the names of Gardaí and Defence Forces personnel involved in intelligence operations was considered. The Commissioner acknowledged that situations would arise in which the release of such names could reasonably be expected to result in harm. One such situation identified by the Commissioner is where release may endanger the safety of personnel, and even former personnel, for example, where they had been engaged in undercover operations.  Another possible harm arising from release of names which was referred to by the Commissioner was that of revealing the identity of a source through the disclosure of the identity of Garda or Defence Forces personnel who may have been in contact with that source. Having examined the records at issue, the Commissioner concluded that the Garda and Defence Forces personnel were involved in exchanges of a routine nature that were undertaken as part of the normal duties of the persons concerned and so there was insufficient evidence that disclosing the identities of the personnel concerned could reasonably be expected to affect adversely the intelligence operations of An Garda Síochána or of the Defence Forces and thus to adversely affect the security of the State. In the Australian case of Re Throssell and Australian Archives (No. 2),
  it was held that disclosure of the fact that a particular person has gathered information for an intelligence organisation could reasonably be expected to damage the security of the Commonwealth. 

(iv) Information illegally or improperly obtained

In Re McKnight and Australian Archives
  the federal A.A.T. decided that, even where information has been illegally or improperly obtained, its disclosure could be held to be damaging to the ongoing operations of the security organisation. Johnston P. expressed the view that:

“[E]ven if the collection of any particular piece of information in dispute had travelled outside the strict boundaries of the task given to ASIO in the Prime Ministerial Directives, that does not, of itself, invalidate the claim to exemption. Even if, to put the case at its highest, the information had been illegally or improperly obtained, its disclosure could still seriously prejudice the ongoing operations of ASIO. To say that is not to sanction any possible breach of the law: it is to say that release to someone such as the applicant is not an appropriate remedy.”

(b) The defence of the State

This limb of section 24 has been considered in only one published decision of the Commissioner. In AAM and the Department of Defence
 the Commissioner found that records consisting of a report indicating that a particular individual was a security risk and a recommendation that he be discharged, both related to the defence of the State, but in neither case was there sufficient evidence that disclosure of the records would have an adverse effect on the defence of the state. 

(c) International relations of the State

Requests may be refused where access to a record could reasonably be expected to affect adversely the international relations of the State. Principles which have emerged from Irish, Australian and Canadian case law concerning damage to international relations include the following:

(i) Attitude of foreign governments or international bodies

The leading Irish decision in this area is that of McAleer and Department of Justice, Equality and Law Reform
  This case concerned a request for access to records relating to the signature by Ireland of an EU sponsored convention. The records at issue had originally emanated from the European Council.  A threshold issue which arose concerned the Department’s argument that since there was in existence a Council Decision on access to documents,
 access to Council documents should only be granted in accordance with Council decisions. This argument was rejected by the Commissioner who took the view that the Council Decision did not purport to override the laws of the various Member States of the EU, relating to access to records held by Government agencies in those states. The Commissioner accepted that the requested records were of a kind which could come within the scope of section 24(1)(c), but he concluded that there was insufficient evidence that disclosure could result in adverse effect on international relations. The only substantive evidence put forward by the Department was a note of an informal consultation by telephone with an official of the European Council in which the official agreed with the view of the Department official that other Member States would not be very happy with their negotiating positions, as revealed by the documents, being made available. This evidence was rejected by the Commissioner on two grounds. In the first place, not all of the requested documents revealed negotiating positions. More importantly, there was nothing in the note to explain why the Member States would be unhappy about release. In arriving at this conclusion, the Commissioner took into account the fact that the documents did not contain any sensitive material. Although he decided against the exemption of the requested records, the Commissioner clearly accepted that the attitudes of foreign governments or international organisations of which Ireland is a member were factors to be taken into account in deciding whether access should be granted:

“As a broad proposition, I accept that the release of records containing sensitive or embarrassing material or material which another State has expressly requested be kept confidential or material the release of which could be detrimental to the interests of another State could reasonably be expected to affect adversely the international relations of the State. A case could also be made that the release of records which are specifically prohibited from release by an international organisation of which Ireland is a member could reasonably be expected to have a similar adverse effect.”  

Later the Commissioner noted that if the Council or some other institution of the European Union were to express strong opposition to the release of certain records, he would need to take its views into account in his assessment of the possible harm that release might bring about. The need to take account of the views of the EU institutions in deciding whether or not to grant access to records emanating from such institutions is further supported by the changes to the regime for access to records emanating from EU institutions discussed at pp. . In particular, Article 5 of Regulation 1049/2001 regarding public access to European Parliament, Council and Commission documents,
 provides that where a document originating from one of the institutions is held by a Member State, the Member State must consult with the institution concerned, unless it is clear that the document shall or shall not be disclosed. The purpose of this consultation is to enable the Member State to take a decision “that does not jeopardise the attainment of the objectives of this Regulation”.  

In Australia, attitudes to disclosure of foreign governments have also played a role in the operation of the corresponding exemption. In Re Throssell and Australian Archives (No. 1),
  for example, Davies J. of the A.A.T., in arriving at a decision that disclosure of the requested record would be damaging, appeared to take into account the absence of consent to disclosure on the part of the overseas body which had communicated the information to the Australian agency to which the request was directed. He said:

“In the present case, the disclosure of documents which were communicated in confidence from the overseas security organisation to the Australian security organisation and to the release of which the overseas security organisation has not consented is a matter which reasonably could be expected to cause damage to the relationships between the two security organisations and therefore to Australia’s international relationships.”

It was accepted by the A.A.T. in Re Slater and Cox that the views of foreign governments in relation to disclosure must be afforded considerable weight.
  In Re State of Queensland and Australian National Parks and Wildlife Service
  and Re Guy and Department of Transport
  the A.A.T., in the context of the similarly worded exemption relating to damage to relations between the Commonwealth and a State of Australia, also accepted that attitudes to release were relevant.

It is not clear, however, that the attitude to disclosure of the other government concerned will be conclusive in determining whether a record concerning international relations will be released. In Re O’Donovan and Attorney-General’s Department
 Deputy President Hall of the federal A.A.T. refused to treat expressions of concern about disclosure on the part of a foreign government as conclusive, saying:

“[A] mere allegation that disclosure could reasonably be expected to cause damage to the international relations of the Commonwealth is not enough. Neither is the mere fact that another Government has expressed concern about the disclosure of the communication. Whether disclosure of a particular document could ‘reasonably’ be expected to cause damage to the international relations of the Commonwealth may well involve difficult questions of judgment and degree.”

The issue of the attitude of foreign governments has also been explored in Canada. In Do-Ky v. Canada (Minister of Foreign Affairs and International Trade)
  an objection to disclosure by a foreign government appeared to be treated as conclusive. The Federal Court said:

“The harm is more than speculative because Country D was specifically asked about the release of the notes and answered that they did not want the notes to be made public. This alone justifies nondisclosure despite the fact that some of the information contained in one of the notes had already been accessed by the Applicant. To release these documents would be a diplomatic breach. To act contrary to a direct request from a foreign state would harm the reputation of Canada in the international community as a state which deals fairly with its counterparts. Additionally, as the entire diplomatic process relies on integrity and trust, Canada would, if it released diplomatic notes without concern for the opinions of foreign states affected, harm its own ability to function effectively on the international level.”

It was also made clear in Do-Ky that Canada will not enquire into the motives of foreign States in attempting to prevent disclosure of information. The court said:

“[O]nce a state requests that diplomatic correspondence remain confidential there is no need for the Canadian government to assess the reasons of that country. It is sufficient if they have made the request of the Canadian government. Indeed it would be a diplomatic lapse were the Canadian government to sit in judgement of the rationale of the foreign state except in the most extreme circumstances.”

The signals from McAleer and Department of Justice, Equality and Law Reform
 on this issue are somewhat confusing. One the one hand, the Commissioner accepted that sensitive or embarrassing records which another State had expressly requested be kept confidential came within the scope of the exemption, while later he referred to the expression of strong opposition to disclosure on the part of the institutions of the European Community as merely needing to be taken into account by him in his assessment of the possible harm that release might bring about.  This seemingly contradictory approach could perhaps be explained in terms of timing.  It could be argued that a stronger case for withholding the requested record would apply where a State or organisation had expressly requested, at the time of communication of the record that its confidentiality be maintained. Where a State or organisation merely objected to disclosure at the time the access request was made, this would become just one factor to be taken into account by the Commissioner in arriving at his decision. 

(ii) Loss of confidence

The fact that the government of another country might lose confidence in the domestic government has been held to be a valid ground for exempting records. In the Australian federal case of Re Maher and Attorney-General’s Department
  Davies J. said:

“[I]f it can reasonably be anticipated that the disclosure of the document would lessen the confidence which another country would place on the Government of Australia, that is a sufficient ground for a finding that the disclosure of the document could reasonably be expected to damage international relations. Trust and confidence are intangible aspects of international relations.”

Loss of confidence was also accepted as a valid ground for application of the exemption by Neaves J. in the Australian federal case Re Throssell and Australian Archives (No. 2).

 (iii) Relationships between particular persons

In Maher, the A.A.T. held that the possibility of damage to relationships between particular persons in the context of international relations was a relevant consideration in the application of the exemption.

“International relations have never been matters easy to define or quantify. Regard must be had, inter alia to the relationship between particular persons in one government and persons in another. Damage to personal relationships may cause considerable harm for a time at least.” 

(iv) Existence of files

Disclosure of the titles of files relating to specified countries will not result in adverse effect on international relations according to the Information Commissioner’s decision in X and Department of Foreign Affairs.
  The Commissioner rejected the Department’s argument that disclosure of the list of files could indicate the broad basis on which political intelligence regarding individual countries is organised and could reveal the Department’s priorities in regard to political intelligence. The Commissioner found that neither of these effects nor the sensitivity of relations with particular countries could reasonably be expected to undermine the Department’s capacity to effectively conduct international relations.  

(d) Matters relating to Northern Ireland

This category differs from the preceding three in that it seeks to protect against the disclosure of information which could harm matters relating to a particular geographical area, rather than to protect against the disclosure of information which could damage specific interests, namely security, defence, or international relations. It is very broadly framed in that there is no requirement that the matters relate to Northern Irish security or defence or international relations matters. It could conceivably be applied to prevent disclosure of records which could adversely affect commerce or tourism in Northern Ireland. Given the expansion of cross-border co-operation in these and other areas, it is likely that an increasing amount of information relating to such initiatives will come into the hands of public bodies. In the absence of a public interest test in section 24, it would appear that the Act affords greater protection to non-security related records concerning Northern Ireland than to similar records relating to the Irish Republic. The Commissioner applied this exemption to a list of titles of files held by the Anglo-Irish Division of the Department of Foreign Affairs in X and Department of Foreign Affairs.
 While parts of the titles of certain files had been released, which indicated that they related to particular political parties, the Department had refused to reveal the full titles on the grounds that release could be used by certain interested parties to undermine the political process in Northern Ireland. The Commissioner accepted the argument that the political consequences in another State of disclosure of records under FOI was a relevant consideration in conducting a review under the FOI Act, even though the domestic political consequences of the disclosure of records under FOI is not a matter that can be taken into account. 

(e) Matters relating to the functions of the Independent Commission for the Location of Victims' Remains
This category was added to section 24(1) by the Independent Monitoring Commission Act of 2003.
 The aim was clearly to ensure that records relating to the work of the Commission for the Location of Victims’ Remains would not become subject to disclosure under FOI. Given the breadth of the scope of exemption for matters relating to Northern Ireland, it is debateable whether this additional limb of the exemption was needed at all. None of the Commissioners decision have, to date, related to this limb of section 24(1). 
C. Section 24(2)

Section 24(2) sets out a list of categories of information, which, since the introduction of the changes to section 24 by the FOI (Amendment) Act 2003, amounts to a stand alone, mandatory, class type exemption. No decisions on the operation of this element of section 24 have issued since its amendment and so it remains to be seen how it will be applied. What is clear at this stage, however, is that the scope of the exemption has been extended substantially and that its application will lead to different outcomes to those arrived at by the Commissioner in interpreting the original version of section 24.  One example of a case in which the outcome would have been different under the new version of section 24 is that of AAM and the Department of Defence.
 The Commissioner found that a number of the disputed records had been prepared for the purpose of intelligence in respect of the security and/or defence of the State, as referred to in section 24(2)(a)(i), before going on to decide the requirements of the harm test had not been met, largely on account of the fact that the incident to which the records referred had take place 23 years previously. Were a similar case to come forward following the amendment of section 24, disclosure would have to be refused. Another example of a case in which material found to come within the scope of section 24(2) but the disclosure of which did not satisfy the harm test was McAleer and Department of Justice, Equality and Law Reform.
 Here the Commissioner found that records relating to the signature by Ireland of an EU sponsored convention came within the scope section 24(2)(e). Section 24(2)(e) applies to both information communicated in confidence and to negotiations between the State and international bodies such as the institutions of the EU. The Commissioner focused on the element of section 24(2)(e) concerning negotiations and accepted, after some hesitation, that the disputed records related to non-contentious negotiations at a “not very senior level”.   

  In Australia and Canada, there is a specific exemption for information which divulges confidential communications received from foreign governments and international organisations regardless of whether there is any likelihood of harm arising from disclosure of such information. Thus guidance may be gleaned from Australian and Canadian authorities on the scope of section 24(2)(d) and of the confidentiality element of section 24(2)(e) which apply where the requested record:

(d) contains information communicated in confidence to any person in or outside the State from any person in or outside the State and relating to a matter referred to in subsection (1) or to the protection of human rights and expressed by the latter person to be confidential or to be communicated in confidence,

(e) contains information communicated in confidence from, to or within an international organisation of states or a subsidiary organ of such an organisation or an institution or body of the European Union or relates to negotiations between the State and such an organisation, organ, institution or body or within or in relation to such an organisation, organ, institution or body,  

There is, however, an important distinction to be drawn between section 24(1)(d) and section 24(1)(e), the effect of which is to render most of the ensuing discussion of the Australian and Canadian decisions irrelevant in the case of paragraph (d). While both refer to information communicated in confidence, the protection afforded by section 24(1)(d) is limited to communications expressed to be confidential or to be communicated in confidence. Neither section 24(1)(e) nor the relevant Australian or Canadian provisions are confined to situations involving express requirements as to confidentiality.

The circumstances in which matter or information can be said to have been communicated in confidence were considered at length in Re Maher.
  It was held that the scope of the exemption was not confined to communications which, if disclosed, would give rise to an action for breach of confidence. Instead, it was established that the exemption would apply in the case of communications the subject of an express or implied agreement as to confidentiality. It was also the view of Davies J. that, in certain circumstances, communications could be confidential as a result of a general understanding that communications of that nature would be treated in confidence. He said:

“[C]ommunications need not be made under any express agreement or even any necessarily implied agreement as to confidentiality but pursuant to a general understanding that communications of that nature will be treated in confidence… The cases referred to in Re Howard and the Treasurer make it plain that there is a general understanding that communications at the highest level of government which are of a sensitive nature will be so treated. It is equally to be expected that sensitive communications between the two governments will be so regarded”.

The understanding that inter-governmental communications will be treated as confidential, however, appears to be confined to communications at higher levels of government. As Davies J. said in Re Maher:

“Clearly the higher the office of the persons between whom the communications pass, the more likely it is that the communications may be confidential”.

The desire to confine the presumption of confidentiality to communications taking place at higher levels is also evident from the Australian federal A.A.T.’s decision in Re State of Queensland and Australian National Parks and Wildlife Service,
  a case which concerned the related Commonwealth/State exemption. The Tribunal said:

“The present application appears to have arisen from a view on the part of the applicant that there was a tacit understanding that all communications between the applicant and its authorities and the Commonwealth and its authorities were confidential. We do not accept this view. There are many communications between authorities of the Commonwealth and authorities of the State of Queensland which are of a purely routine nature involving no sensitivity. We do not accept that there is any general understanding that all such communications are confidential. Although a different exemption was at issue in this case it appears logical to limit implications of confidentiality of inter-governmental communications to those taking place at high levels of government rather than exempting all routine communications.”

The principle that a communication must be confidential at the time it was made and that confidentiality cannot be created retrospectively was established in Re Maher. Davies J. agreed with the applicant’s contention that:

“if a communication is not made in a confidential situation, then confidentiality cannot be claimed simply because some officer has subsequently looked at the letter and has thought that it ought to have been confidential”.

Even if a communication was confidential at the time it was communicated, it appears that the passage of time may result in a loss of that confidentiality. In Re Throssell (No. 2) it was accepted that material may lose its confidential character over a period of time.

The fact that a record is viewed as confidential by a foreign government at the time of the hearing of a dispute regarding its disclosure was deemed to be irrelevant in Re Robinson.
  The A.A.T. was interested only in establishing whether the information had been communicated in confidence in the first place.

D.  Non-disclosure of Existence or Non-existence of Records

Where the head of a public body is satisfied that disclosure of the existence or non-existence of a record would prejudice the security, defence, or international relations of the State or matters relating to Northern Ireland, he or she must refuse to grant the request and must not disclose whether the record exists. The basis for this provision is that even if the records are not themselves released, the knowledge that they exist could prove damaging. Those involved in subversive activities could, for example, apply for information relating to themselves as a means of finding out whether their activities had brought them to the attention of the security forces. This provision is discussed in greater detail above at pp. In X and the Department of Foreign Affairs
 the Commissioner considered the application of this provision. The requester had sought records held by the Department concerning the Church of Scientology. The Department refused access, invoking both section 24(1)(c) (adverse effect on international relations) and section 24(3).  The Commissioner decided to deal with the case in two parts. He first issued a decision in respect of the application of s.24(3) and, having waited until the time limit for appealing that decision had expired, he then turned his attention to section 24(1)(c). He decided that neither exemption provision was applicable in the circumstances. Section 24(3) was deemed inapplicable on the grounds that no evidence had been advanced that satisfied the Commissioner that disclosure of the fact that records relating to the Church of Scientology exist or do not exist could possibly result in the international relations of the state being adversely affected.
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